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Abstract. The Internet of Things (10T) has emerged as a transformative technology that enables smart environments
through extensive sensor networks and connected devices. However, the diversity and heterogeneity of 10T devices pose
significant challenges in developing versatile applications capable of monitoring and controlling a broad spectrum of
sensors and actuators. This paper proposes a novel modular design for a flexible 10T monitoring and control application
using Flutter, a popular framework for developing cross-platform solutions. Our design leverages Flutter’s robust Ul
capabilities and its efficient communication with backend services to offer a scalable and customizable interface that can
adapt to various 10T deployments, from domestic to industrial settings. The modular architecture allows users to specify
and configure the application to dynamically include any combination of devices and functionalities, catering to specific
needs without additional programming.
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INTRODUCTION

In the rapidly evolving digital era, the Internet of Things (10T) technology has become an integral part of daily life
[1]. 10T enables various physical devices to connect and communicate over the internet, creating a network that allows
for automatic data collection and exchange. This technology has brought significant changes across various sectors,
such as industry, healthcare, smart homes, and agriculture, where real-time data management and remote-control
capabilities are crucial [2].

As loT adoption expands, the need for flexible and customizable monitoring and control applications to meet
diverse user requirements is growing as well [3]. One of the primary challenges 10T application developers face is
creating solutions that can adapt to various devices and scenarios without requiring significant code adjustments. A
flexible 10T application must be designed to perform optimally across diverse environments, from household to more
complex industrial settings [4], [5].

Modular design offers a relevant solution to this challenge. With modular design, each application component can
be configured independently, allowing features to be added or removed as needed to meet user requirements or
environmental conditions [6], [7]. This approach enables quick adaptation and eases maintenance for various use
cases.

Flutter, an open-source framework developed by Google, provides a relevant solution in cross-platform application
development with a consistent interface across multiple devices (Android, iOS, web, and desktop) [8]. Flutter supports
modular component development, enabling an 10T application design with high flexibility and easy expansion.
Additionally, Flutter supports common IoT communication protocols such as MQTT (Message Queuing Telemetry
Transport) and HTTP, facilitating seamless integration with existing 10T systems.

This study aims to design and evaluate a modular architecture based on Flutter that allows 1oT monitoring and
control applications to dynamically adapt to various scenarios, from household settings to industrial applications. With
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a modular design, this application offers ease in configuration adjustments, cross-platform compatibility, and strong
scalability to meet diverse user needs. This study hopes to significantly contribute to the development of more flexible
and user-centered loT applications, while also providing a solid foundation for future development.

METHODS

The proposed loT application architecture in this study is designed with a modular approach to ensure optimal
flexibility and scalability across different 10T implementations. This modular approach is designed to ensure each
architectural component functions independently, thus enabling quick adaptation to various user needs, both in small-
scale (household) and large-scale (industrial) settings. The architecture structure is divided into several key layers,
each with a specific role and designed as an independent component to facilitate further customization and
development.

User Interface Layer
a. Modular Widgets
Flutter's widget-based Ul structure is highly suited to a modular approach. Each widget in this application is
designed as an independent functional component (e.g., sensor, actuator, data graph) that can be configured
according to user needs. This design enables Ul components to be modified or updated without affecting the
entire user interface.
b. Customizable Dashboard
The application allows users to create a personalized dashboard by adding or removing widgets as needed.
For example, users can display 10T data in the form of charts, tables, or status indicators depending on the
loT context in use.
Application Logic Layer
a.  Modular Controllers
Each loT device in this application has a dedicated control module. For instance, a temperature sensor has
an independent control module for data acquisition and configuration, separate from other devices. This
approach allows new devices to be added to the application without affecting the overall application logic.
b. State Management
Flutter provides several state management options (such as Provider, Bloc, or Riverpod) that allow each Ul
module to be updated in real-time according to the latest data from 10T devices. Each control module connects
to the backend, ensuring that the user interface always displays accurate data.
Backend Communication Layer
a. Service Module
This service module is responsible for handling various communication protocols (such as MQTT, HTTP,
and WebSocket), enabling the application to reliably interact with 10T devices or backend servers. For
example, the MQTT module allows communication with 10T brokers, while HTTP allows data access from
the cloud.
b. Data Processing Module
Data from 10T devices is pre-processed before display, such as through filtering or averaging, so that the Ul
only presents data ready for use.
c. APl Management
This module manages backend API endpoints, allowing new endpoints to be easily added as the application
interacts with different 10T devices or platforms.
Configuration and Settings Layer
a. Device Configuration Module
Users can dynamically add or configure devices through the Ul, including sensor reading frequency and
communication methods. This module facilitates device configuration according to specific user needs.
b. Dynamic Configuration
The application supports dynamic configuration changes without requiring reprogramming. Users can add
new sensors, change protocols, or adjust data visualization settings as needed, making the application
versatile for various 0T implementations.
Cloud Integration Layer
a. Cloud Synchronization Module
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This module is responsible for data synchronization between the application and the cloud, including data
storage and integration with 10T platforms such as AWS loT, Google Cloud 0T, or Microsoft Azure 10T.
b. Notification and Remote Control Module
The application can send real-time notifications when device errors or data anomalies occur and allows users
to control devices remotely through cloud integration.
Security Layer
a. Authentication and Authorization Module
This module ensures that only authorized users can access the application, using OAuth or token-based
authentication methods.
b. Data Encryption
Data exchanged between the application and devices is encrypted with standards such as TLS, and cloud
communication is protected with similar encryption methods.
This modular design aims to ensure that each component in the system has a clear function and is well-organized
within a directory structure, as shown below:

/1ib
/ui # Contains all user interface components, modular widgets, main screen
/controllers # Controls IoT device logic, each device has an independent controller
/services # Handles backend communication modules using MQTT, HTTP, or WebSocket
/models # Data models for devices and sensors
/config # Configuration settings for devices and dynamic configurations
/cloud # Modules for cloud synchronization and remote device control
/security # Modules for authentication and data encryption

With this architecture, the proposed 10T application can be designed to provide flexibility and scalability across
various implementation scenarios without requiring extensive code adjustments. This modular structure allows
developers to modify or add components as needed for operational requirements without disrupting the entire system.

RESULTS AND DISCUSSION

The proposed modular architecture was designed to support the flexibility and scalability of 10T monitoring and
control applications, allowing adaptation to various user needs and scenarios. To evaluate its potential, a simulation
was conducted using a smart home scenario to demonstrate the modular architecture’s flexibility in handling dynamic
configuration, device addition, and MQTT communication integration.

In a smart home scenario, users are expected to monitor and control smart home devices, such as lights, air
conditioners, and security systems, from a single integrated application. The application must be able to add locations,
devices, and configure communication settings without requiring developers to make significant code changes. This
simulation evaluates how this architecture’s modularity supports various user requirements, including:

1. Dynamic Location Addition: Users can add new locations (e.g., living room, bedroom, or kitchen) in the
application through a modular user interface. The Device Configuration Module in the Configuration and
Settings Layer allows users to dynamically specify new locations and customize the dashboard display to
show data from relevant devices in each location.

2. Device Addition and Configuration: The application supports the addition of new devices, such as
temperature sensors, motion sensors, and actuators. Users can add these devices through the Device
Configuration interface, which allows users to set sensor reading frequency, configuration parameters, and
the type of communication protocol (e.g., MQTT or HTTP) used.

3. MQTT Communication Integration: The MQTT protocol, commonly used in 10T applications, allows real-
time communication between the application and 10T devices. In this simulation, MQTT transmits data from
temperature and motion sensors, ensuring that the application can display accurate and up-to-date data.

The simulation results show that the proposed modular architecture effectively supports dynamic configuration
adjustments and protocol integration, this is shown in Figure 1 below. This validates that Flutter-based modular
architecture enables quick adaptations across diverse 10T scenarios.
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CONCLUSIONS

This research presents a modular architecture design for a Flutter-based 10T monitoring and control application,
aimed at providing high flexibility and scalability across various implementation scenarios, from smart homes to
industrial settings. Through this modular approach, each component within the architecture can operate independently,
allowing the addition or removal of features without affecting the entire application. Simulation results in a smart
home scenario demonstrate that this design allows users to add locations, devices, and communication configurations
dynamically as needed, proving the effectiveness of modular architecture in supporting diverse loT adaptation and
configuration.

The success of this modular design is primarily supported by Flutter’s capability in cross-platform interface
development and its compatibility with common communication protocols such as MQTT and HTTP. Additionally,
the layered design, which includes User Interface, Application Logic, Backend Communication, Configuration and
Settings, Cloud Integration, and Security layers, ensures that the application can evolve and adapt easily to future
technological and operational needs.

By proposing a flexible and customizable architecture, this research contributes to the development of a more user-
centered and adaptable 10T application, providing a strong foundation for the development of more complex IoT
applications. In the future, this architecture holds the potential for implementation in large-scale scenarios requiring
advanced data management and cloud integration, such as industrial environments or smart cities. With this modular
design, developers have the flexibility to expand application functionality without requiring major modifications,
making it a future-proof solution for various 10T needs.
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